
  

SALT LAKE CITY COUNCIL STAFF REPORT 

DATE: February 11, 2005 

SUBJECT Salt Lake City’s Comprehensive Annual Financial Report  
and Letter to Council and Mayor on Internal Controls 

AFFECTED COUNCIL DISTRICTS: Citywide 

STAFF REPORT BY: Gary Mumford 

ADMINISTRATIVE DEPT. Management Services 
AND CONTACT PERSON: Gordon Hoskins 

CC:  Rocky Fluhart, Gordon Hoskins, Ken Cowley, Brenda Hancock,  
Mark Stephens, DJ Baxter 

 

 
KEY ELEMENTS: 
Comprehensive Annual Financial Report – In December, the Department of Management Services 
issued the City’s Comprehensive Annual Financial Report for the year ended June 30, 2004.  The 
CPA firm Deloitte & Touche audited the financial statements.  A representative of the CPA firm 
and representatives from the Department of Management Services will be present at the work 
session to answer questions that the Council may have regarding the annual financial report.   
 
Required Communications from Auditor – Auditing standards require the auditor to inform the 
oversight body of any matters that represent a significant deficiency in the design or operation of 
the internal control structure, significant audit adjustments, disagreements with management, and 
difficulties encountered in performing the audit.  Mark Stephens from Deloitte & Touche will be 
present to give the “required communications.” 
 
Management Letter – In performing the audit, the auditors reviewed the City’s internal control 
structure in order to determine auditing procedures.  Although the audit was not designed to 
provide complete assurance on the internal control structure, the auditors noted certain matters in a 
letter submitted to the Council and Mayor.  The recommendations contained in this letter are 
designed to help the City make improvements and achieve operational efficiencies.  A separate 
letter form City managers regarding the management letter is also included.   
 

MATTERS AT ISSUE: 
During the financial audit, the auditors noted three internal control weaknesses.  These 
observations are summarized on page 2 along with a synopsis of the responses from City 
managers.  Please refer to the auditors’ letter for a more comprehensive discussion of the 
observations and recommendations.   
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Separation notices are not always signed by the department supervisor – The auditors noted two 
instances where a separation notice was not signed by a supervisor.   

Response – The Human Resource Management Division provided training for the applicable 
payroll administrator.  Monitoring procedures have been established to ensure that future 
separation notices contain the appropriate approval.  

Access to data center – Nineteen programmers have universal access to the computer room.  
Physical access to the computer servers should be limited to ensure that only employees that have 
a specific job function to the data center are granted access.   

Response – Information Management Services (IMS) implemented this recommendation as 
soon as it was brought to the City’s attention.  Access rights will be reviewed every six months 
to ensure that only those who have job function that require access to the computer room are 
allowed to enter.   

Network user access codes – Not all individual users have unique user access codes.  Some 
locations have one user access code for multiple users.   

Response – IMS is in the process of reducing the number of operating systems from three to 
two.  This will help resolve unique user access codes and improve the compliance to network 
security controls.  In locations where multiple users access a single computer, IMS will 
explore the use of biometric authentication such as fingerprint readers. 
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